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About the CoE 
The European Centre of Excellence for Civilian Crisis Management (CoE), is a member-based 
association, located in Berlin, and founded in February 2020. Created following an invitation from the 
German Federal Foreign Office to all European Union (EU) Member States, the CoE operates as a 
service provider, supporting its 25 current members (EU Member States), and working together with 
the European External Action Service (EEAS), its Preferred Partner, to strengthen civilian crisis 
management capabilities within the EU's Common Security and Defence Policy.  

Executive Summary 
In this Expert Opinion, Senior Advisor Aaro Suonio argues that civilian Common Security and Defence 
Policy (CSDP) missions contribute to resilience by strengthening the institutions, coordination 
mechanisms and professional standards that allow partner states to provide security and justice 
under pressure. In practical terms, resilience asks a simple question: when a society is stressed, can 
public authority still function — and can citizens still trust it? 

Drawing on European Union Advisory Mission (EUAM) Ukraine and European Union Partnership 
Mission (EUPM) Moldova, the paper shows how civilian CSDP supports resilience through 
institutional continuity, policing, rule of law and accountability, as well as by helping partners 
address hybrid threats, cyber challenges and foreign information manipulation and interference 
(FIMI). 

The paper identifies four practical resilience themes for civilian CSDP: resilient institutions and public 
trust; crisis management that works across government; hybrid resilience, including cyber and FIMI 
as “trust attackers”; and preparedness as a mindset, not a document. 

It also argues that civilian CSDP needs a stronger results language. Trainings and workshops matter, 
but resilience is ultimately demonstrated in performance: faster crisis decision-making, better 
coordination under stress, fewer institutional breakdowns, higher public trust and reduced 
vulnerability to manipulation. 

As preparedness and resilience move higher on the EU security agenda, civilian CSDP should be 
understood as a practical resilience instrument that strengthens partner-state capacity, legitimacy 
and the ability to act under pressure. 
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Abbreviations 

CoE European Centre of Excellence for Civilian Crisis Management 

CSDP Common Security and Defence Policy 

EEAS European External Action Service 

EUAM European Union Advisory Mission 

EUPM European Union Partnership Mission 

FIMI Foreign Information Manipulation and Interference 

NATO North Atlantic Treaty Organisation 

UNDRR United Nations Office for Disaster Risk Reduction 
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Resilience is now central to Europe’s security 
agenda 

Societal resilience cannot be reduced to institutional preparedness alone. It depends on threat-
informed planning, trained and rehearsed capabilities, matching human and material capacities, and 
a whole-of-society approach that enables public authorities, private actors, civil society and citizens to 

act coherently under strain.  

(European Commission, 2025; European Commission & High Representative, 2025) 

Civilian CSDP should be part of the resilience conversation 

Resilience is often treated as a broad aspiration. In civilian CSDP, it can be translated into a simple 
test: when a society is stressed, can public authority still function — and can citizens still trust it? Put 
more formally, resilience is the ability of a system or society to resist, absorb, adapt and recover from 
shocks while preserving its essential structures and functions (United Nations Office for Disaster Risk 
Reduction, n.d.). This is not only about recovering after a shock. It is equally about maintaining 
continuity during disruption, adapting quickly as threats evolve, and preventing adversaries from 
exploiting uncertainty to weaken governance. 

Against this background, civilian CSDP’s contribution to resilience is increasingly relevant in a 
changing strategic environment shaped by the EU’s broader security and defence agenda, the 
internal-external security nexus and the renewed political commitment to strengthen civilian CSDP. 
The Strategic Compass provides a clear strategic anchor for this framing: it calls for more robust, 
flexible and modular civilian missions, commits to a strengthened Civilian CSDP Compact, and places 
particular emphasis on resilience in the face of hybrid threats, cyber challenges and FIMI. In doing 
so, it situates civilian CSDP within the EU’s wider effort to enhance preparedness, resilience and the 
Union’s capacity to act under pressure (Council of the European Union, 2022, 2023; European 
External Action Service, 2023). 

Civilian CSDP supports strategic resilience primarily by strengthening partner-state capacity and 
legitimacy: the institutions, coordination mechanisms, and professional standards that allow a state 
to provide security and justice under pressure. Civilian CSDP missions are not designed to “run” 
critical services directly. Instead, they focus on the rules, leadership culture, inter-agency 
cooperation, accountability, training systems and planning routines that determine whether 
institutions can keep operating in crisis, learn, and adapt. In many environments, resilience is 
ultimately
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ultimately a question of trust: if citizens doubt the competence or integrity of authorities, they will 
not cooperate, misinformation spreads faster, and crisis management becomes exponentially harder. 

EUAM Ukraine and EUPM Moldova as examples 

This logic is visible when comparing two current missions with different resilience emphases. 
EUAM Ukraine is mandated to support the strengthening of the civilian security sector. In practice, 
this links resilience to institutional continuity and legitimacy: assisting reforms in policing and the 
rule of law; supporting the restoration of functioning public authority where circumstances allow; 
contributing to areas such as integrated border management; and supporting work connected to 
accountability for international crimes (Council of the European Union, 2024). This reflects a 
resilience agenda grounded in state capacity, rule of law and social cohesion: institutions need to 
remain effective and credible through war, stabilisation and recovery. 

EUPM Moldova, by contrast, places the resilience problem squarely in the contemporary “below the 
threshold” threat environment. Its mandate is explicitly framed as strengthening resilience, including 
through advice and support related to hybrid threats. It includes cybersecurity and the challenge of 
FIMI, alongside the strengthening of crisis management structures (Council of the European Union, 
2025). This matters because hybrid pressure is often designed to degrade decision-making and social 
cohesion rather than to create immediate kinetic effects. Cyber incidents can disrupt services and 
confidence; FIMI can erode trust in institutions, polarise communities, and fracture cooperation 
between the state and society. In such contexts, resilience is not only a technical matter. It is about 
preserving the credibility of authorities, the integrity of public decision-making, and the willingness 
of society to cooperate under strain. 

From these examples, several practical “resilience themes” for civilian CSDP can be developed. 

1) Resilient institutions and public trust

Institutions that are competent, accountable and rights-compliant are harder to destabilise. 
In civilian CSDP, this is often pursued through reform support, professional standards, 
integrity systems, oversight arrangements, and leadership development across policing, justice 
and border management. The strategic resilience payoff is straightforward: if citizens trust 
institutions, they comply with lawful measures, share information, and resist manipulation. If 
trust collapses, crisis response becomes slower, more coercive, and the crisis itself is more likely to 
escalate. 

2) Crisis management that works across government
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A recurring weakness in crisis response is not the absence of plans, but the absence of practical, 
tested arrangements: who leads, what information is shared, what thresholds trigger action, and 
who decides. Civilian CSDP can contribute by strengthening crisis management architectures, inter-
agency coordination, and operational routines — including exercises that reveal bottlenecks before a 
crisis does. This theme also reflects the wider EU preparedness debate, including the Preparedness 
Union Strategy and the Niinistö Report’s emphasis on overcoming sectoral silos, strengthening 
information-sharing, and developing a more integrated preparedness mindset and governance 
culture (European Commission & High Representative of the Union for Foreign Affairs and Security 
Policy, 2025; Niinistö, 2024). 

3) Hybrid resilience: cyber and FIMI as “trust attackers”

Hybrid threats exploit open societies and institutional seams. Cyber incidents can create immediate 
disruption and long-term loss of confidence; FIMI can cause cognitive and social disruption that 
undermines authority and legitimacy. In resilience terms, these threats reduce a state’s “capacity to 
act” by attacking cohesion, trust and decision speed. EUPM Moldova highlights that hybrid resilience 
needs both technical capacity (cyber, incident response, secure communications) and societal 
capacity (credible public information, trusted channels, cooperation with civil society, and rapid, 
coordinated responses to manipulation). This is also where preparedness and resilience fuse most 
clearly: if trusted channels, roles and response routines do not exist in advance, the opportunity 
window closes quickly once an information shock hits. 

4) Preparedness as a mindset, not a document

Preparedness becomes meaningful when it produces “rehearsed options”: clear decision rights, 
tested channels, and scalable support that can be activated quickly when conditions change. In 
civilian CSDP, this also relates to practical deployability: rapid access to specialist expertise, the 
ability to adjust mission focus within mandate parameters, and mechanisms to learn and adapt 
based on feedback from the operating environment. 

NATO Reference Point for the preparedness-resilience link 

A useful point of comparison for this framing is NATO’s approach, which explicitly links resilience to 
civil preparedness and continuity. NATO defines resilience as the capacity to prepare for, resist, 
respond to and quickly recover from shocks, to ensure continuity of activity, and treats resilience as 
both national responsibility and collective commitment rooted in Article 3. It operationalises this 
through baseline requirements for continuity and essential services, governance structures and 
planning groups, and an emphasis on whole-of-government and whole-of-society approaches, 
including public–private cooperation (NATO Science & Technology Organization, 2025). 
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For civilian CSDP, the value of the NATO comparator is not to replicate a defence-planning model, 
but to sharpen the preparedness–resilience link. NATO’s “baseline requirements” logic illustrates 
how preparedness becomes measurable and actionable. Civilian CSDP can draw a parallel logic 
focused on partner-state governance and legitimacy: continuity of public authority, inter-agency 
crisis management routines, and the ability to withstand hybrid pressure that targets trust and 
decision-making. Where NATO foregrounds the continuity conditions that enable deterrence and 
defence, civilian CSDP foregrounds the institutional and societal conditions that enable stability, 
recovery and reform — including in environments where threats are persistent, ambiguous and 
politically corrosive. 

Stronger “results language” needed 

Finally, if resilience is to remain at the centre of civilian CSDP capability development, it needs a 
stronger “results language”. Outputs such as trainings and workshops matter, but resilience is 
demonstrated in performance: faster crisis decision-making, improved coordination under stress, 
fewer institutional breakdowns, higher public trust, reduced vulnerability to manipulation, and the 
capacity to learn and adapt after shocks. Making that performance visible — through agreed 
indicators and credible after-action learning loops — would strengthen both mission design and the 
political case for civilian CSDP as a practical resilience instrument. 
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